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About Event Remediation

ABOUT EVENT REMEDIATION

The Event Remediation feature puts the focus on finding and fixing Events in a
ConsoleWorks-managed environment. Without knowing anything more than
an Event has occurred, you can:

* Connect directly to the affected asset

* View Event-related information

* Review complete past remediation sessions

* Consider best practices for dealing with this and similar Events

Build a knowledge bank

Analyze your session
Add to best practices
Revise best practices

Operational Notes

Event Remediation requires:

* ConsoleWorks connection with Write access to the affected asset
* Admin Control permissions

Event Remediation is accessible from:

+ Event Occurrences page

+ Event Context page

+ View Consoles page

+ CWSSH client

Remediation sessions continue for as long as the connection to the asset is
maintained.

TDi recommends that the remediation session be performed through an
Exclusive Connect (otherwise, your remediation session will display—
and its history will record—the output from any concurrent connection
sessions).
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Using Event Remediation

USING EVENT REMEDIATION

This example of using Event Remediation starts with the user receiving an alert
that an Event has occurred on Console HORUS.

» To remediate an Event from the View Consoles page

1. Right-click the affected Console.
The short-cut menu appears.

2. Click Remediate Event.

T CONSOLES: View

View Consoles
Console Active Events = Status Status Icon =~ Connector ‘.('
v S ¥4 i -
HORUS 54 Spe I / SSH with Password(ssHa10)
E] CONWRKS 2 : - Internal Console - No Conne...
tonitor
[] ESXBETA1 ] i Caiie » ES¥ Host(esxHOST)
[[] ES<BETAZ 0 Remediate Event [ ESx Host(EsxHOST)
[]wCBETA 0 Send Command = ESX SENVErESKSERL)
[ vCBETA vPxD ] - ES¥ LogiESKLOG)
[ vCEETA_VPXD_ALERT ] Select » - ESK LogiEsxios) -
[ connect Ew > | |petete | | ada| | copy || Rename || Eait |
F Configure b
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The Select Event box appeatrs.

Select Event

Event Severity First Occurred Description
LINX26_DRY_IDT77262_02... WARNING 2011/2411 13:30 |

LM+26_DRY_ORIMOCOPCI.. WARNING 20114241 13:30 :

CONWRKS-LOSTCOMM [MAJOR] 2011/211 15:40 Last communication with console
CONWRKS-LOSTCOMM MAIOR 201142411 16:05 Last communication with consale

WWARE _CLUSTEROYER... ERROR 20171/212 20:41 There Is Insufficient capacity 0 a cluster to satisfy the resourc...

L{'\?K J [ Cancel

3. Select the Event to remediate and click OK.
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Using Event Remediation

The Best Practices window appears. Review this information for insights,
tips, directions, and instructions to help remediate the Event.

a = | fmen|

\\_/, \_) 4 X ‘ || hitp:/onus:5176/vienBestPractice 7evocc=10003082"HORUSA v‘ > H . L~

E\ riddlebc on HORUS - Consol EI VMWARE_CLUSTERO... X

There is insufficient capacity in a cluster to satisfy the resource configuration in the
datacenter. Follow SOP #34-STL (http: //wildcat. vrz.com/index.php/SOP_2011/34-STL).

Note. The Best Practice window appears by default. To change this action,
clear the check box in the Remediation History section on the User Preferences

page.
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Using Event Remediation

A terminal emulation (TE) window also opens, identifying the User
account that has initiated the remediation session.

£ |_=IE|&

Console Edit Commands Send Options Help

tication infor
to horus.

ecting to Console HORUS mediating Event

All input and output is recorded

4. Remediate the Event.

* You can end the remediation session by disconnecting from the asset
or by closing the TE window.
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Using Event Remediation

The remediation session is listed on the Event’s Context page and
EVENTS: Edit page, where it can be reviewed and made into the Event’s
remediation best practice.

MWAR U ROVERCOMM D on HORU 000308 ] -
] rﬁﬁ o]}
Event Occurrences | X ||| View Consoles | X || VMWARE_CLUSTEROVERCOMMITTED on HORUS (10003082) | X N d via Context button
VMWARE_CLUSTEROVERCOMMITTED on Event Occurrences page

Description: There is insufficient capacity in a cluster to satisfy the resource configuration in the datacenter.

Console: HORUS
Severity. ERROR

Subsystem:
Class:

Pattern:

ClusterOvercommittedEvent

Best Practice:

There is insufficient capacity in a cluster to satisfy WMWARE_CLUSTEROY. HORUS ~ CONSOLE_MA. . 2011/2/12 20:51 2011/242 21:30
the resource conﬁguration in the datacenter. VIMWARE_CLUSTEROY.. HORUS  CONSOLE MA . 2011/2/1221:17 , 2011/212 21.25
Follow SOP #34-STL

(http: //wildcat.vrz.com/index php/SOP_2011/34-

STL).

Acknowledge]

Event Time: 2011/2/12 20:41
Wildcard: No Wildcards
Case-Sensitive: Yes

Lines Above: 1

Lines Below: 4

Context:
Remediation History:

Event Console  User ConnectTime DisconnectTime ¢

WMWARE_CLUSTEROY . HORUS CONSOLE_MA . 2011/2/12 21:25 BRO11/2112 21:28

Double-click to display

Selected history remediation session
replaces current BP

Remediate Event J [ Make Best Pr'a'cﬁce J Edit Evem] View Log:]

» To configure a Best Practice

Note. You can designate a remediation session as the best practice for an Event
from the Remediation History section on the Event’s Context page or its
EVENTS: Edit page (select the session and click Make Best Practice). You can
configure a Best Practice, however, only on the Event’s EVENTS: Edit page.

1.
2.

On the Event’s EVENTS: Edit page, open the Remediation section.

To modify the best practice’s content, make changes to content in the
Best Practice box. Use standard HTML code to ensure that the content is
rendered correctly in the Best Practice window.

Note. You can paste the content of the remediation session (from the TE
window) and the Best Practice window (include the ‘source’ HTML) into
the Best Practice box.

To specify how many of the most recent completed remediation
sessions are kept, enter the number in the History box.

Note. The default is 5, which means the 5 most recent completed
sessions are kept. When another session is started, the oldest
completed session of those 5 is deleted. The Console log containing
that session, like all Console logs in ConsoleWorks, is retained.
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Using Event Remediation

4. To specify a size limit to the remediation session file, enter the number
of kilobytes in the Max. History Size box. The default is 1MB.

5. Click Save.

~ EVENTS: Edit

YMWARE_CLUSTEROVERCOMMITTED

Name: ‘\/MWARE70LUSTERO\/ERCOMM\TTED ||H

Description ‘There is insufficient capacity in a cluster to satisfy the resource cunﬂ*
Event Rollup

Severity: [ERROR [=]

» Details

» EventAging
» Eventinfo

Best Practice:

<pre style="hackground-colorblack;display:block;"><span -
style="color:white; background-color:black;">-Remediation Started by User
CONSOLE_MANAGER-

m

riddle@norus ~%
riddle@hnorus~§ ps -l
FS5 UD PID PPID C PRI NIADDR 5ZWCHAN TTY TIME CWMD

e —
1000 =4 (1-1000000 KEY

» Custom Fields

Max History Size

Asset activity is still logged, but
remediation session recording stops
when limit reached.

[ | |

» AUTOMATIC ACTIONS

» ACKNOWLEDGE ACTIONS
» PURGE ACTIONS

» SCHEDULED EVENTS

» CORRELATED EVENTS

¥ REMEDIATION HISTORY

Connect Time Console

20114212 20051 HORUS
201142112 2117 HORUS
20114212 2125 HORUS

User Make Best Practioe]

CONSOLE_MANA
CONSOLE_MANA,. ..
CONSOLE_MANA, ..

=)

Editable HTML.
Changes here appear in BP window
and on Context page.

(o) (o)
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